OINIOPHBIN IIJTAH-KOHCIIEKT

B Hacrosmee Bpemsa MHTepHET ABISETCS HEOTHEMIIEMOM YaCTBHIO JKU3HU
OonplIMHCTBA Moaed. M neTu He cTajid MCKIIOYEHHEM, B CBA3U C YEM OCTPO
crouT mpobieMa MX 0€30MacHOCTH B IOOANBHOM CETH, a Takxke
HeoOXoIMMOCTh (OPMUPOBAHUS Yy HHUX MPEACTaBICHUA O BUPTYaJbHOM H
peanrbHOM Mupe. OOHOH M3 3aJay OpPraHoB BHYTPEHHUX JeN SBJSETCS
pa3paboTka WHHOBAIL[MOHHBIX IMOAXOJOB, MO3BOJIAIOIIMX HE TOJILKO HAy4YHTh
pebeHka O6e30macHOMy MOBEJCHHIO, HO U 3aMHTEPECOBATh €ro B JalbHeWIlneM
JAEJIUTBCS TMOJYyYeHHBIMH 3HAHWUSMH CO CBEPCTHHKAaMU M HCIOJIB30BaTh UX B
KU3HHU.

CpenHuii Bo3pacT JJIsi MEPBOro MOTPYKEHUS B HEU3BEJAHHBIE MyUUHBI
HHTEpHETa — 3TO 5-6 net. B HacTosiee Bpems 6onee 80% nmereit ot 7 go 12 net
NO0JIb3YIOTCS MIHTEpHETOM CaMOCTOSTENbHO, YTO cocTaBiseT mpumepHo 30%
MHTEPHET-ay JUTOPUH CTPAHBI.

Bce 5310 mpoucxomur Ha (OHE MUHUMAIBHBIX IO3HAHUH Yy
MOAPACTAIOIIErO  TMOKOJIEHHUS 10  HUHAMBUAYaJIbHOMY  0OECMEYEHHIO
coOCcTBeHHO WH(pOpMalLMOHHOM Oe3omacHOCTH. Kak ciencTBue, B TEueHHE
MOCJHEIHUX JIET YHUCJIO TPOTHBONPABHBIX JESIHHUH, COBEPLIEHHBIX IPOTHUB
MH(OPMaMOHHOHN 0€30MaCHOCTH, €XKEr0JHO YBEJINYUBAETCH.

Kazanoce ObI, 4YTO 3TO CJOXHBIE 10 MEXaHU3MY COBEpLIEHHA
NpecTyIUieHus1, oAHaKo, 90% coBepiaroTCs JMIOJbMHU, HE UMEIOIMMHA HUKAKOrO
CleLUaIM3upOBaHHOr0 oOpa3oBaHUs B JaHHOH cdepe. VI eciu roBoputb o
. MOJIOJIEXKHOM ayJIUTOPHH, TO NMOJOBHHA COBEPLIAIOTCS JHLaMu OT 14 1o 24 ner.

B cetu MiHTepHET ACHCTBYIOT Te k€ 3aKOHBI, T€ )K€ HpaBhl, T€ XK€ 00bIYaH,
YTO U B peaJIbHOM JKU3HHU.

IIpu 3TOM y4HTBHIBas MOCIEIHHE OOIEMHPOBBIE TEHACHLUH, B IEPBYIO
odyepellb, MPOTHO3MpPYETCA NalbHEilllee yBEIUYEHHE KOJUYECTBA XHINECHHM
. lyTEM HKCIOJB30BaHUs KOMIIbIOTEpHOH TexHUKH (cTaths 212 VK) m dakros
HECAHKLIMOHUPOBAHHOIO JOCTyNa K KOMIIBIOTEpHOH HHQOpMauMu (CTaThs
349 VK), coBepumiaeMbplx MyTeM KOMIIPOMETaUMH JaHHBIX JiepiKareiei
0aHKOBCKHX IUIATEXHBIX KapT TIOCPEACTBOM (UIUMHIA C IPUMEHEHHEM
COLMAJIbHOM WHXKEHepUHM M B3JIOMa YYETHBIX 3allUCEeH I10JIb30BaTeIel B
COLIUATIBHBIX CETSAX.

Kak He cTaTh ’KepTBOii NpecTynjieHHii B COLHAJIbHBIX CETAX

Ha cerogusmHuii JeHb B MOJIOAEXKHON cpelle Mbl BpsAJ JIM HalWJEM TeX,
KTO He OBl OBl 3apeructpupoBal «BKonTakrey, «PelicOyke», «MIHCTarpaMmy,
KaKHUX-IH00 TeMaTHYECKUX opyMax WM UHBIX IUIOLIAAKaX /IS BUPTYaJIbHOTO
obuieHus. B menoM 3To HOpMa, Belb 4eIOBEK )KUBET B OOIIECTBE U CTPEMUTCA
obmarscs. OmHAKO HeKOTopas HEOMBITHOCTh, HAaWBHOCTh M JIOBEPYHUBOCTH
IIOPOif MPUBOASAT K HETATUBHBIM MOCIIEACTBHSM.

CoumanbHele cetH, GopyMmbl, OJoru — 3TO cpela ¢ NPaKTHYECKU
MIHOBEHHOM CKOPOCTBIO pacrpocTpaHeHUs1 HHPOPMALIMHU M J0BOJIBHO CHIIBHBIM
>hdekroM  mamsATH  (COAEPKUMOE  MHOIMX  COLMAIBHBIX  PECypcoB
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HHJIEKCUPYETCS U JOCTYMHO W3 MOUCKOBHKOB). Kpome Toro, pacrer MHIEKC
JOBEpHUS K 3TUM UCTOYHHKAM UH(OpMaLHH.

OcHoBHas mpoOjieMa COLMANBHBIX CETEd — 3TO [OBEPHE K TEM, KTO
BHECEH B CIHCOK «apy3ei». be3gymMHoe mnpemsiokeHue «IpyxOel» OT
HEU3BECTHBIX WJIM MAJIOU3BECTHBIX JIIOJIe MOXXET NMPUBECTH K JpaMaTUUYECKUM
nocinencTBusiM. O4eBUIHO, YTO YPOBEHb JOBEpUS K T€M, KTO HaxOIUTCA B
CIIMCKE «Ipy3ei», Mo ompeAesieHHI0 Bcerja OyJeT Bblle, YeM K CIIy4aiHbIM
moasM. C OAHOW CTOPOHBI, 3TO XOpOLIO, TaK KakK (OpMHUpPYET JOSIbHYIO
ayJJUTOPUIO BOKPYT YeJloBeKa, HO C JPYrodl CTOPOHBI, OTKPHIBAET IBEpU AJIS
3JI0YMBIILJICHHHKOB.

«Jlpyxeckuii» cTuib OOLIEHHs, PacHpOCTPAHEHHBII B COLMAIbHBIX
ceTax, oOMaHyuB. OH MOXKET CO3/aTh JIOKHOE OILIYIIEHUE, YTO BOKPYT TOJIBKO
Apy3bss U JoOpokenaTeld, C KOTOPHIMH MOXHO JeNIUThCA JH00OH
UHpopManuen.

OueHb XOpOIIO OTCYTCTBHE KYyJbTypbl OOLICHMs, a TOYHEE, HAJHUHUe
AHTHUKYJIbTYPbl PAaCKpPBHIBAECT TaKOE SIBJICHHUE, KaK « TPOJUIMHI.

Ha uHrepHer-cienre TpoutHHr (oT aHr. trolling —oBins peIObl Ha
OJlECHY) — OTO HAaMEPEHHO arpeccUBHOE, XaMCKO€, IIPOBOKALMOHHOE,
OCKOpOUTEIbHOE TMOBEACHUE B MHTEpPHET-AUCKyccuH. Lleab Tposns (Tposib —
3TO TOT, KTO 3aHUMAETCS TPOJUIMHIOM) — BHIBECTH COOECEIHMKA U3 PAaBHOBECHH,
pa3KUTaHUE CKJIOK B JJUCKYCCHSIX, IPOBOLMPOBAHUE B3aUMHBIX OCKOpOIEeHUH U
T.1. TloMUMO 3TOro, BHPTYaJIbHOCTb BBI3bIBAET JPPEKT  «OHJIANH-
pacTopMakuBaHuUsA», 6arojaps KOTOpoMy JIO1 Mo3BoAIOT cebe B HTepHeTe
TaKoe IOBEICHUE U BBICKa3bIBaHHUA, KOTOphIe HUKOT1a Obl ce0e He MO3BOJIMIIH B
pealbHOM MHpE.

OO01eHre B CeTU, TOYHO TaKoe XKe OOIeHHe, KaK M B OOBIYHOM JKU3HHU, C
TON JHMIIb pa3HULIEH, YTO NETU ITOPOH TOBEPAIOT «BUPTYAIBHBIM IPY3bAM»
ropaszao 6oJblie, yeM pealbHbIM. OCOOEHHO 3TO 00OCTPAETCA B TOT MOMEHT,
KOTJa y MOAPOCTKA BO3HUKAIOT MPOGJIeMbl B pealbHOM JKM3HH HJIM B OOIIEHUM
CO CBEPCTHHKaMHU. B ceTH ouyeHb OBICTPO HAXOMATCH «CONEPEKHBAIOLIHE» H
«coBeryromue». OTCl0Ja U BO3HMKAIOT TaKHUE HM3BECTHBIE [BMXKCHHMA Kak
«Cunmnit Ku» (kxorjaa noJApocTka CKJIOHSIM K COBEPLIEHHIO caMOyOuiicTBa) WK
«Konym0aiin» (korma pebeHka MOATAIKMBAIM Ha COBEpLIEHHE (QU3HMUYECKUX
pacIpaB Hajl yYUTEISAMH, y4aulMMHUCS WIH MPOCTO HE3HAKOMBIMH JIIOABMH).

3a4acTyl0 3JIOYMBIIJICHHHKH BeIyT OYE€Hb JOJIYI0 M APYKECKYIO
IIEPENUCKY, HAXOAAT clabble MecTa, BTHPAIOTCA B JOBEpHE, CTAHOBATCH
My4IIMM JPYrOM KM HOAPYroi, AeNaroT BUJ, YTO MOHMMAIOT COOECEIHHKa
Mydllle BCEX HA CBETE, a MIOTOM, IOHEMHOTY HaYMHAIOT CKJIOHATH K TeM JIHMOO
MHBIM JEWCTBHAM, MaHMITyJMpOBaTh WM IIaHTaxuposaTb. IIpecmemys 3TH
LM, 3JOYMBIIUIEHHHKHA [MOPOM HCMONb3yloT Qotorpadun «apysein» u3
npoduiisA MOAPOCTKa, YTOOBI CO3aTh AyOJMKAT CTPAHHULBI 3TOr0 «Apyra» H
AKOOBI OT €ro KMEHHU YK€ BECTH MEPEIUCKY .
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O6e30macuThCA OT 3TOTO MOXKHO JIUIIh pa3BUBas KPUTUYHOE OTHOIICHHE
K coOeceJHHUKaM B CeTH U MX CJIOBaM, IPOSBISIS He MEHBIIYIO OCTOPOXKHOCTE,
yeM B OOBIYHOHM >kH3HH. He ciiemyeT BBICTaBIATH BCIO CBOKO JKH3Hb HaIlOKas3,
TOHACH 32 MHUMOM M3BECTHOCTBIO, «JIAMKaMU» U KOMMEHTapUsAMH U KOHEYHO
XKe clleyeT IMOHUMaTh, 4YTO CJIOBA, HAalMCaHHbIE B JIMYHBIX COOOIIEHHUSAX,
OTIIpaBJieHHOE ()OTO M WHBIC CBEICHHS, MOTYT CTaThb HHCTPYMEHTOM, KOTOPBIH
HO3BOJIUT MaHUITYJIUPOBATh COOECETHUKOM.

Bropas yrpo3za cBf3aHa cO B3JOMOM IOJIb30BaTE€NbCKHUX 3aluceit
COLIMANIBHBIX pecypcoB. M 3TO MpPOMCXOAUT HE MOTOMY, YTO HCMOJb30BAIUCH
NpPOCTBIE MapoJH (YTO KOHEYHO TOXe OBIBAET) UJIM OHHU 3aMUCHIBAUCH TJE-TO,
rpy00 roBopsi «Ha OyMa)kke» U KTO-TO MOT X «IIOJICMOTPETHY.

IIpobnema HOcuT Oonee MaciiTaOHBIM XapakTep. VICTOUHHKOB YTEUYKH
NEPCOHATBHON HH(OpMalMM O JIOTMHaX M MapojisiX MOJb30BaTeNel JaHHOM
COLMATBHOW CeTH KpaiiHe MHOTO W B IOJABISIONEM OONBIIWHCTBE CIydyaeB
BHHA JIS)KUT HAa CaMHX I10JI30BaTENAX, KOTOPHIE OCYLIECTBISIN aBTOPH3ALHUIO
Ha WHBIX pecypcax WU B MPHUJIOKEHUAX 4Yepe3 CBOU YUETHBIE 3allUCH B
COLIMAJIBHBIX ceTsaX. Hampumep, mas ckauuBaHWs MY3bIKH WU BUAeO(daisos,
IOJIyYCHHSI MHMMOTO BBIMTpBIIIA. YacTh M3 JJaHHBIX PECYpCOB OBLIM CO3JaHBI
MMEHHO I cOopa nepcoHaIbHON HH(POpMALHH.

[TocpencTBoM  B3jOMa  3JIOYMBIIUIEHHUK  MOXET IPOHUKHYTH B
COL[MANILHYIO CeTh, pa3ociaTh MO ee CHHCKY Jpy3ed ¢umuHroBoe (Uiu
3aBeJJOMO JIOXKHBIE) COOOIIEHHe W TMOJYYHTh JIeHbI'M JIMOO MOTHBHPOBATH
noJiydarejieid K KakuM-JIMOO HeraTMBHBIM JedcTBUsAM. Hanmpumep, mpoiitu no
YKa3aHHOM CCBUIKE U 3aIlyCTUTh BPEIOHOCHBIH KOJ.

BCEI'JIA:

Oyab BHHUMaTENbHBIM, Iocemas 4aTtel. Jlaxke eciiy B 4are HalMCaHo, YTO
OH TOJIBKO [UIs JieTed, Hejb3d TOYHO CKa3arb, 4YTO BCE IIOCETUTENU
ICHCTBUTENBHO SBJISIOTCSI TBOMMH pOBECHMKaMu. B watax MOryTr cuuerhb
B3pOCIIbIE, NMbITAfOLUECS Te0s OOMaHyTh;

CrpalInBail y poauTesel pa3pelieHus NIOCUIETh B Yare;

MOKHJIAll YaT, eclid 4Ybe-TO COOOINEeHHWE BHI3OBET Yy TeOS UyBCTBO
becrniokoiicTBa 1k BoiHeHHe. He 3a0yab 00CYAMTH 3TO C POAUTENSAMH;

aepku UHGOPMAITUIO O TapoJie NMpu cede, HUKOMY €ro He TOBOPH;

ecld  YCHBIIMIIL WM YBHIHWIIb, 4YTO TBOW JPY3bs 3aXOJiAT B
“Hebe30MacHbIe 30HBI’, HAIIOMHH UM O BO3MOJKHBIX OIIACHOCTSAX M IIOCOBETYH,
KaK UM MPaBUJIbHO MOCTYIIUTH;

Oyab BHHMMAaTeJeH IpH 3arpy3ke OeclIaTHBIX (aijaoB M HIp Ha
KOMITBIOTEp, T€OSI MOTYT OOMaHyTh: Ha)KaB Ha CCBUIKY, Thl MOXXEIIb IONacTh B
“HeOe30macHyl0 30HY~ WM 3arpy3uTb Ha CBOH KOMIIBIOTEp BHPYC WM
NporpaMMmy — IIIHUOH;

€Cild TOJNYYHIIK OCKOPOJISIOIINE COOOLIEHUS, PACCKAXHUTE 00 ITOM
POOMTEIISAM;
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MIOMHH, YTO €CJIM KTO-TO CAeaeT TeOe MPeIOKEHUE, CITUIIKOM X0POIICe,
4T00B! OBITH IIPaB/Oii, TO 3TO, CKOpEe BCero, 0OMa;

IepPKACh MOJANbIIE OT CAWTOB TOJBKO A TEX, KOMY ykKe ecTh 18».
Takue mnpemynpexueHHs Ha caiiTax CO3JaHbl CIEUMANBLHO IS TBOEH Ke
samurhl. CafiThl IS B3POCIBIX TAaKKe MOTYT YBEJIMYUTb TBOM CYET 32
Hutepner.




